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What in the world is she saying?!?!  And…

You want me to do WHAT?!? 
Laura Chappell , the narrator in the video, is talking about Transmission Control Protocol (TCP). This is one way computers talk to one another. The first thing that happens when computers want to talk to each other is called the handshake.

 Establishing a connection (called the handshake): First the sender (the client) sends a SYN to the destination computer (the server) to see if it is listening. The server responds to the sender with a SYN-ACK which confirms that the destination computer is on and is listening. Then, the client sends an ACK back to the server to confirm it got the SYN-ACK
	What a human says
	Hello!
	Hello! How U doin’?
	How U doin?

	A

Successful Connection
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	What that sounds like in TCP talk
	SYN
	SYN-ACK
	ACK


	What a human says
	Son!?!?! Are you listening to me?!?!
	
	Did you even hear a word I said?

(repeats until she gets a response or just gives up because he took too long to respond)

	An Unsuccessful Connection
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	What that sounds like in TCP talk
	SYN
	
	(Wait 4 minutes for a SYN-ACK then

give up)


SYN (Synchronize sequence numbers) – a notification from the sender to the receiver that this is the first packet of information 

ACK (Acknowledgement) – a message used in the Transmission Control Protocol (TCP) to acknowledge receipt of a packet.
Transmission Control Protocol (TCP)  -- TCP works on a sending computer and a receiving computer to make sure that everything that was sent was received. The sender is an application program (the client) --like Internet Explorer, Safari, Firefox, or the program you use for email like Outlook or Thunderbird. So let’s use your computer as the sender and the Facebook servers as the receiving server.  
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	facebook


Your computer sends packets of information to the Facebook server. Then, as the Facebook server gets each packet, it sends a message back to your computer to say it got the packet (called an acknowledgement). It is possible for packets to get lost or come out of order. If your computer does not receive a confirmation that a packet was received, the TCP on your computer resends the lost packets. The TCP on Facebook’s server deletes any duplicate packets it received and reorders all the packets when they all have arrived safely.  All of this packet sending and receiving is called the TCP stream. 

	Your Computer says

“Hello Facebook! I am sending you three packets”
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	facebook
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“Got ‘em all now!”
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	“Hello Back! 

I only got packets one and three!
	Your Computer replies
“GREAT!”

	
	[image: image12.png]



Facebook says it got packets 1 and three.
	
	
	

	
	Your Computer says

“Here is packet 2 again”
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In the tutorial the instructor opens up a window to use File Transfer Protocol (FTP). FTP is a way for one computer to send a file to another computer. This system of sending files is an old one and has lots of security flaws. One of these flaws is that it sends passwords in clear text. Newer, more secure programs encrypt (converts your password to an unreadable form), however FTP sends the passwords just as you typed them – For anyone to read! However it is a great choice for this example because you will be able to see what the data from a Wireshark capture would look like if any of the programs (applications) you use were to send your passwords in clear text. 
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There are several methods the instructor mentions if you want to look at network traffic other than on your own computer. This should only be done if you are a true forensics investigator, law enforcement, or a network administrator. This is because the Wireshark program has to be running on the computer where you are trying to capture the data. The program records all communications from your computer and all the communications into your computer so it has to be in the data path. Imagine Wireshark as the answering machine that records all calls in and out of your house or office building – the phone line is like a physical data path. The terms she used – network tap, hub out, span switch ports, or setting the wireless adapter to promiscuous mode (in addition to the AirPcap adapter which you have to pay for) – are only mentioned here so that it clarifies the jargon she uses to describe ways of putting the Wireshark program in the data path. 
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	Information your computer gets in


	All Recorded by Wireshark
	Information your computer sends out




Now it is Your turn!
Watch the tutorial. Then….
Can you find the clear text passwords in the sample file? 
Try it out!
1. Open Wireshark from your thumb drive
a. Double click on the WireShark Folder

b. Double click on the WiresharkPortable icon.

2. Once the Wireshark program has launched

a. Click on File and select Open 
b. Choose the SAMPLEDATA.ws file

3. Review the file to find all the clear text passwords. If you need to watch the tutorial again, a copy is on your thumb drive.

List all the clear text passwords you find here:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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If you have time, review the file to investigate which clients (applications or programs) are sending clear text passwords. Write the names of the programs next to the passwords
If this was your computer, what would you do?

Oops! Where are you going packet #2?





I send my passwords over clear text. If everyone knows my passwords, I have people to ask when I forget them!
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